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Work smarter
Not   harder



Some statistics data 

• Vienna – Deadwood 8.182,66 km

• Time difference 8 hours

• Population 1.270

• WildWest Hacking Fest
Attendees 950 

• Closest airport (Rapid City) 67km

• Elevation 1.390 Meter

• No public transportation from the Airport





WWHF#2023 / Deadwood SD





Poll 1:
How much costs this rental car per day?

1. US$   40,00 

2. US$   80,00

3. US$ 120,00

4. US$ 160,00



Agenda

• All about the Cloud 



General permission by 
Cloud Provider 

• All three big players are allowed without PTA 
to Pentest Cloud Services.

• Some dont‘s for Pentester on SaaS Provider:

• DoS testing

• Intense fuzzing

• Phishing the cloud provider’s employees

• Testing other company’s assets



My summary • Service prinzipis can be setup with certs 
in Azure

• Great Recon tools outside at this 
moment (will follow up in Webinar 13)

• Everyone can get your Tenant ID with a 
single command

• Exploiting Misconfigured Cloud Assets
• S3 Buckets
• Elastic Block Store (EBS)
• Microsoft Azure Storage
• Google Cloud Platform

• Key Disclosure in Public Repositories

• Teams is unsecure per default 



Entra ID-Passwords

Everyone can do the follow

✓ If a user cred is valid

✓ If MFA is enabled on the account

✓ If a tenant doesn't exist

✓ If a user doesn't exist

✓ If the account is locked

✓ If the account is disabled

✓ If the password is expired

* MSOLSpray is your tool for that



Recon: Global Azure Information 



One of the Conditional Access Pitfall



Tools will help to find inconsistencies in Microsoft MFA deployments, 
only with valid username and password 

• Microsoft Graph API

• Azure Service Management API

• Microsoft 365 Exchange Web Services

• Microsoft 365 Web Portal

• Microsoft 365 Web Portal Using 
a Mobile User Agent

• Microsoft 365 Active Sync

• ADFS

Second Conditional Access Pitfall (authenticated) 

Username & Password from Leaked dataset 



Device Code Phishing 

Access token = 1h (not possible to revoke this token)
Refresh token = 90 days (Admin or User can revoke this token) 



Steal Tokens (1/2)

Google JSON Tokens and 
credentials.db

Azure Cloud Service 
Packages (.cspkg)

Azure Publish Settings files 
(.publishsettings)

Developers often use 
storage explorers to easily 
upload and download files 

to Azure

Storage Explorers store 
credentials on disk 

(Windows Credential 
Manager) and then use 
them to authenticate to 
services such as Azure

Web Config and App 
Config files



Steal Tokens (2/2)

Internal Code 
Repositories (Gold Mine)

Check 
%USERPROFILE%\.azure\

for auth tokens

context files (.json)

PowerShell command 
history is here

%USERPROFILE%\AppData\Roaming\Microsoft\Windo
ws\PowerShell\PSReadLine\ConsoleHost_history.txt 



Hybrid Entra ID 
Joined Devices

• Global Administrators and Intune Administrators
can execute PowerShell scripts on Hybrid-joined 
systems

• Use Microsoft’s Endpoint Manager to execute

• Scripts get executed on reboot or hourly when a 
sync occurs



ADConnect DCSync

AAD Connector is a hidden DC and must be 
protected as your DC too

Get-NetUser -Filter "(samAccountName=MSOL_*)" |Select-Object name,description | fl



Bloodhound for Azure 

https://github.com/BloodHoundAD/AzureHound

https://github.com/BloodHoundAD/AzureHound


Entra ID from Hacker point of view (authenticated)

• Clone Groups – (example Administrators) 

• Dump Condition access polices

• Dump Dynamic Group Schema

• Users can create APPs per Default

• Find Mailboxes with through settings

• All Users are allowed to create Security Groups in Entire ID

• Block Azure ID access block you only on the GUI but not from the 
Powershell

• Pillage (plündern)

• Teams Messages, Teams-Chat, Teams-Files

• E-Mails 

• SharePoint

• Search for all UserAttributes

• Full Search for Onedrive & Sharepoint with Graph API

• Download files which are blocked to download

• Read Email with touching the Read/unread function in Outlook



https://msportals.io/



Modern Attack (you are blind without logging!)



Entra ID - Event Logging

• Every Global 
Administrator must be 
familiar with all different 
Loggings in O365
• Sign-in logs
• Apps
• Risk Users
• …..

Will be huge topic at 13. Webinar 
(all about logging in Entra ID)



Summary 

✓With a Guest account a good hacker can gain to 
Global Administrator within some days (without 
Entra ID Hardening). 

✓ If you gain hacked and you have O365 in sync 
you do have two issue (on-Prem, Azure)
✓With Azure you do have even more 

headache to get the hacker out of your 
tenant! 
You should adapt your Incident Response 
Plan for Entra ID

✓Hacker are working on 
„how to hack the incident response team“

✓ If the Hacker are on your O365 Tenant no 
communication is secure before clean-up!

✓ Better you spend some time to hardening 
your Entra ID before it is too late. 

✓ If you are using Cloud Services with have access 
to your local environments you must monitor 
that as well. 
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Next Webinar

November 
22nd 2023

09:00am

12. Webinar 
All about MS CA-Services

by Stephan Emich



Get in contact with us

Philip Berger
Managing Director

+43(664) 343 8644

Philip.berger@tems-security.at

Michael Meixner, CISSP

Managing Director

+43(664) 1453328

Michael.meixner@tems-security.at
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