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Es war einmal vor 20 Jahren …



N e t w o r k   S e c u r i t y  A p p l i c a t i o n s
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N e t w o r k   S e c u r i t y  A p p l i c a t i o n s

◼ Mistakes People Make that Lead to Security Breaches

◼ The Ten Worst Security Mistakes IT People Make

1. Connecting systems to the Internet before hardening them.

2. Connecting test systems to the Internet with default 
accounts/passwords.

3. Failing to update systems when security holes are found.

4. Using telnet and other unencrypted protocols for managing systems, 
routers, firewalls, and PKI.

5. Giving users passwords over the phone or changing user passwords in 
response to telephone or personal requests when the requester is not 
authenticated.

6. Failing to maintain and test backups.

7. Running unnecessary services : ftpd, telnetd, finger, rpc, mail, rservices

8. Implementing firewalls with rules that don't stop malicious or dangerous 
traffic - incoming and outgoing.

9. Failing to implement or update virus detection software.

10. Failing to educate users on what to look for and what to do when they 
see a potential security problem.

Quelle: Internet



N e t w o r k   S e c u r i t y  A p p l i c a t i o n s

◼ Mistakes People Make that Lead to Security Breaches

◼ The Seven Worst Security Mistakes Senior Executives Make

1. Assigning untrained people to maintain security and providing neither the 

training nor the time to make it possible to learn and do the job.

2. Failing to understand the relationship of information security to the 

business problem - they understand physical security but do not see the 

consequences of poor information security.

3. Failing to deal with the operational aspects of security: making a few fixes 

and then not allowing the follow through necessary to ensure the 

problems stay fixed.

4. Relying primarily on a firewall

5. Failing to realize how much money their information and organizational 

reputations are worth.

6. Authorizing reactive, short-term fixes so problems re-emerge rapidly.

7. Pretending the problem will go away if they ignore it.

Quelle: Internet



N e t w o r k   S e c u r i t y  A p p l i c a t i o n s

◼ Security Best Practices

◼ Benefits of implementing best security practices:

◼ To make it so difficult for an attacker to gain access that he gives 
up before he gets in

◼ Many sites have minimal or no security - attackers usually gain 
access relatively quickly and with a low level of expertise

◼ With some security, chances of an attacker exploiting its systems 
are decreased significantly - the intruder will probably move on to 
a more vulnerable site

◼ “The idea is not that you should protect a system to the point it 
cannot be compromised, but to secure it at least enough so that 
most intruders will not be able to break in, and will choose to 
direct their efforts elsewhere”

◼ e.g. it is just like putting iron bars and locks on our windows and 
doors - we do it not to "keep the robbers out", but to persuade 
them to turn their attention to our neighbors

Quelle: Internet



N e t w o r k   S e c u r i t y  A p p l i c a t i o n s

◼ Security Best Practices

◼ Backup

◼ Maintain full and reliable backups of all data, log files

◼ Archive all software (purchased or freeware), upgrades, and 

patches off-line so that it can be reloaded when necessary

◼ Backup configurations, such as the Windows registry and 

text/binary configuration files, used by the operating systems 

or applications

◼ Consider the media, retention requirements, storage, 

rotation, methods (incremental, differential, full) and the 

scheduling

◼ Keep copy of a full backup in a secure off-site location for 

disaster recovery 

Quelle: Internet



N e t w o r k   S e c u r i t y  A p p l i c a t i o n s

◼ Security Best Practices

◼ Password Policies 

◼ While there are promising technologies on the horizon that could 

replace passwords as a method of authenticating clients, at present 

we are reliant on passwords

◼ Use secure authentication like PKI, digital certificates, ssh, etc.

◼ A password policy should define the required characteristics of 

accepted passwords for each system:

◼ Minimum length

◼ Composition; alpha, upper or lower case, numeric, special 

◼ Effective life

◼ Uniqueness (how often a password can be reused) 

◼ Lockout properties; under what conditions, and for how long 

◼ These characteristics differ from system to system because 

each has different capabilities 

Quelle: Internet



N e t w o r k   S e c u r i t y  A p p l i c a t i o n s

◼ Security Best Practices

◼ Enable and Monitor Logging and Auditing on a 24x7 basis

◼ "Prevention is ideal, but detection is a must" 

◼ We must realize that “No prevention technique is full-proof”

◼ New vulnerabilities are discovered every week that you may not be 

aware of 

◼ Constant vigilance is required to detect new unknown attacks 

◼ Once you are attacked, without logs, you have little chance of finding 

what the attackers did 

◼ You can not detect an attack if you do not know what is occurring on 

your network 

◼ Logs provide the details of what is occurring, what systems are being 

attacked, and what systems have been compromised 

◼ If any log entries that don't look right, and investigate them 

immediately 

IDS

FW

Logger

Quelle: Internet



Hacking
1x1



Hacking  1x1
1. Cyber Kill Chain



Hacking workflow

WEAPONIZATION

EXPLOITATION

COMMAND & CONTROL (C2)

THE LOCKHEED MARTIN CYBER KILL CHAIN ®Source: https://www.lockheedmartin.com/

RECONNAISSANCE

DELIVERY

INSTALLATION

ACTIONS ON OBJECTIVES (what`s next?)
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Hacking  1x1
2. Wie finde ich verwundbare Systeme?



Huhn oder Ei

https://crt.sh/

https://dnsdumpster.com/

https://www.shodan.io/

https://www.exploit-db.com/

https://www.cvedetails.com/vulnerability-
list/

https://crt.sh/
https://dnsdumpster.com/
https://www.shodan.io/
https://www.exploit-db.com/
https://www.cvedetails.com/vulnerability-list/
https://www.cvedetails.com/vulnerability-list/


Weiterbildung
in IT-Security?



Rules of the game

• The hacker needs only one 
Vulnerability or 
Misconfiguration and the 
hacker has access to a 
company network.

• A company can catch the 
hacker with only through 
command or lateral 
movement within the 
network and we are able to 
detect the hacker.

Training and knowledge are the key factor for success.
19



Passwörter



Finden Sie, dass Ihre
Passwortrichtlinie
State-of-the-Art
ist?
Warum sollten wir
heute noch Passwörter
ändern?



Aktuelle IT-Security 
unbewusste Gefahren 





Multifaktor Authentifizierung 



Digital Supply Chain Attack



Digital Supply Chain Attack

Mit der zunehmenden Vernetzung mit 
Geschäftspartnern und Systeme 

➢ Netzwerk

➢ API Zugriff

➢ VPN-Zugriff

➢ OT /IoT 

stellt diese eine weitere Herausforderung für 
Ihre IT Sicherheit dar. 



Multi Channel Phishing 



Multi Channel Phishing

• Linkedin (Fake Accounts invite)

• Slack ( Username / Password)

• Tik Tok (blur picture, Download software)

• Whats App (Fake co-worker, Excel, Winword)

• Vom Mobile to Desktop (incompatible Browser)

• Microsoft Teams (Chat Funktion, Datentransfer)



Gesetzliche 
Vorgaben / Richtlinien



Gesetzliches

• Cyber-Resilience-Acts (in Begutachtung seit Sept. 2022)

• Österreichisches Sicherheitshandbuch (733 Seiten)

• NIS / NIS2 

• DSGVO



Abgrenzungen

Empfehlung 2003/361/EG der EU-Kommission
 

• Kleines Unternehmen: ein Unternehmen, das 
weniger als 50 Personen beschäftigt und 
dessen Jahresumsatz bzw. Jahresbilanz 10 
Mio. EUR nicht übersteigt. 

• Mittleres Unternehmen: ein Unternehmen, 
das weniger als 250 Personen beschäftigt und 
entweder einen Jahresumsatz von höchstens 
50 Mio. EUR erzielt oder dessen 
Jahresbilanzsumme sich auf höchstens 43 Mio. 
EUR beläuft.

• Großunternehmen: Alle Unternehmen, sofern 
kein KMU. 



Zero Trust Model 
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https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/


Spans on-premises & 
multi-cloud environments

Typical ‘Flat’ Network

Managed CORP

Office Azure

All corporate devices 
and access

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal


Full Zero Trust End State

Sanctioned and 

Managed Services

Internet and 

Unsanctioned/Unmanaged Apps
Private and Managed in 

the cloud or on-premises

Differentiated Devices

Managed devices

Unmanaged devices

BYOD

Differentiated Identities

Strongly managed identities

Differentiated Resources
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Low Impact IoT/OT 

Printers, VoIP phones, 
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High Impact IoT/OT

IoT/OT With Life/Safety 
Impact



Zero Trust User Access

Security & 

Compliance 

Policy Engine
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of policy across resources

Modern Applications
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https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/microsoft-365/compliance/information-protection
https://docs.microsoft.com/mem/intune/protect/app-based-conditional-access-intune
https://docs.microsoft.com/azure/active-directory/app-proxy/application-proxy
https://docs.microsoft.com/cloud-app-security/proxy-intro-aad
https://docs.microsoft.com/azure/active-directory/authentication/tutorial-enable-sspr
https://docs.microsoft.com/azure/active-directory/conditional-access/concept-continuous-access-evaluation
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://docs.microsoft.com/azure/active-directory/saas-apps/tutorial-list
https://docs.microsoft.com/azure/active-directory-b2c/
http://aka.ms/threatintelligence
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/
https://docs.microsoft.com/azure/active-directory/devices/howto-vm-sign-in-azure-ad-linux
https://docs.microsoft.com/azure/architecture/reference-architectures/aws/aws-azure-ad-security
https://cloud.google.com/architecture/identity/federating-gcp-with-azure-active-directory
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/microsoft-defender-advanced-threat-protection
https://docs.microsoft.com/mem/intune/protect/device-compliance-partners
https://docs.microsoft.com/mem/intune/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication


Hype oder kein Hype von
AI / KI



AI / KI

• AI wird immer schneller
Schwachstellen in bestehenden
Systemen finden, und Hacker 
werden diese in naher Zukunft 
noch schneller aktiv ausnutzen.

• Chat GPT kennt die User schon jetzt
um ein Vielfaches besser, als Google 
dies jemals schaffen könnte.

• Ein Datenparadies für jeden Polizei-
Profiler.



ChatGPT Zugänge im Darknet (101.134)



Die falsche IT-Sicherheit



Software Hersteller: 
Microsoft, Google, AV Hersteller

Bildquelle: https://www.kaspersky.com/resource-center/definitions/what-is-cyber-security

Hardware Hersteller: 
Drucker, IoT, Storageüberwachung
Serverüberwachung

IT-Security-Lösungen: 
“Alles mit Cloudanbindung”

Externe Dienstleister: 
IT-Support, Applikationssupport



Software





Fileless Malware



Eine Möglichkeit einer Fileless Malware



IT-Security 
Log-Management



Without a SIEM you are driving here at high speed ...



With and without Log Management

Source: Cybok.org
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Zusammenfassung



OMG 
Cables 



OMG Cables 





Know 
your 
limit

Source: Internet



Get in contact with us

Philip Berger
Managing Director

+43(664) 343 8644

Philip.berger@tems-security.at

Michael Meixner, CISSP

Managing Director

+43(664) 1453328

Michael.meixner@tems-security.at
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