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Agenda
Azure Cross tenant setup

• Preparation 

• Setup 

• Sync 

• Lesson learned



In-house advertising



Book your expert for a 30-minute Slot 
https://tems-security.at



Preview

https://tinyurl.com/2p99ax9r

How easy is that?



Cross Tenant Setup
Preparation & Setup

• Own MS-Tenant ID 

• Partner MS-Tenant ID

• New O365 Security Group (optional)

• Step1 : External Identity Setup

• Inbound access 

• Outbound access

• Step 2: Cross-tenant synchronisation

• Adjust – Mapping for cross sync 

• Define User or Group for sync (push)



What we can see as an advantage with cross tenant

• Easier to apply and compliance with your zero trust model and IT-
Security policies

• You can trust your partners MFA settings within azure.

• You can trust your partners Intune settings for compliant machine.

• Automatic notification for mass delete / add / change by your partner.

• No induvial invite by users.

• All partner's email will automatically be shown in your global address 
book.

• Admins can set up a defined and documented workflow on both sites.

• Automatic with granted access to Azure resources without optical.

• Easy to set up, monitor and revoke if needed from a single central 
point of view.

• Simple audit for compliance and audit purpose on both partners.



Source: Microsoft 

Redemption setting
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Simple setup 
Keep standard here 
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Simple setup 
Keep standard here 
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Missing Mapping overview



Append("EXT-TEMS-SEC-",[displayName])
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Lessons learned 

• It's possible to convert User Type from 
Member to Guest and vice-versa by editing 
the user's profile in the Azure portal or by 
using PowerShell

• Set up tenant restrictions V2 (Preview per 
June 30th 2023)

• OneDrive

• Teams

• non-Windows platforms.

• Tenant, user, group, and application 
granularity.

• Can be used for inbound, outbound or both 
directions 

• Setup within 2 – 3 hours from scratch with 
porter Azure Admin



Next Webinar

August 30th 
2023 09:00am

?? ??



Poll 3

1. IT-Security Monitoring my Azure Tenant

2. Good practice Discussion about Conditionals Access Rules

3. IT-Security outlook by Tems Security

4. How to deal with BYOI



Q&A

32



Get in contact with us 
Book your expert 

Philip Berger
Managing Director

+43(664) 343 8644

Philip.berger@tems-security.at

Michael Meixner, CISSP

Managing Director

+43(664) 1453328

Michael.meixner@tems-security.at
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