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Agenda

• Rules of the Game

• Hackers Workflow

• Another side of Google

• Practice tips



The one and only Rules in IT-Security



Rules of the game

• The hacker need only one 
Vulnerability or 
misconfiguration and the 
hacker has access to an 
company network.

• A company can catch the 
hacker with only through 
command or lateral 
movement within the 
network and we are able to 
detect the hacker.

Training and knowledge are the key factor for success  
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Hacking workflow

WEAPONIZATION

EXPLOITATION

COMMAND & CONTROL (C2)

THE LOCKHEED MARTIN CYBER KILL CHAIN ®Source: https://www.lockheedmartin.com/

RECONNAISSANCE

DELIVERY

INSTALLATION

ACTIONS ON OBJECTIVES (what`s next?)
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Unsere große Fehleinschätzung mit IT 

• Alpinpolizei

• Direktion Staatsschutz und Nachrichtendienst

• Flugpolizei

• Fremenpolizei

• Entschärfungsdienst

• Sondereinheit (WEGA)

• Polizeimusik
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• 1st Level Support

• 2nd Level Support

• Firewall Administrator

• Netzwerk Administrator

• Datenbank Administrator

• Business Applikationen

• IT-Security

• IT-Forensic /Cyberforensic 
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Passwortlänge schlägt Komplexität

Source: Internet
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Ausblick

Schwachstellen im Remote Server
Schwachstellen der Firewall
Schwachstellen in der Webfarm

Webmail
Phishing E-Mails (3 Typen)
USB-Sticks
Webseiten mit Malware

Privileged Escalation
Server 
Domain Administrator



 Old by good and still exists in 2022

 Very simple to setup

 Very simple for administration

 Very easy to get hacked within a minute
 IT
 Management
 Power Users
 External Company

Single User concept

DOMAIN CONTROLLER

MEMBER SERVER

MEMBER WORKSTSTION



 One user account for administration

 One normal daily user account

 Old by good and still exists in 2022

 Very simple to setup

 Very simple for administration

 Easy to get hacked within two minutes

 IT
 External Company

Two User concept

 Daily User

DOMAIN CONTROLLER

MEMBER SERVER

MEMBER WORKSTSTION



 Four user accounts for Domain admins

 Three user accounts for Server admins

 Two user accounts for Desktop admins

 Easy with IT-Security focus to implement

 Challenge for hacker to gain access to 
Servers or Domain controllers

Tier Level Modell (Basic implementation)

 Daily User

DOMAIN CONTROLLER

MEMBER SERVER

MEMBER WORKSTSTION



DOMAIN CONTROLLER

MEMBER SERVER

MEMBER WORKSTSTION

 Four user accounts for Domain admins

 Three user accounts for Server admins

 Two user accounts for Desktop admins

 Easy with IT-Security focus to implement

 Difficult for hacker to gain access to 
Servers or Domain controllers

Tier Level Modell (with enforcement )

 Daily User



DOMAIN CONTROLLER

MEMBER SERVER

MEMBER WORKSTSTION

 Administration only with 
Privileged Access Workstation (aka PAW)

 Four user accounts for Domain admins

 Three user accounts for Server admins

 Two user accounts for Desktop admins

 Easy with IT-Security focus to implement

 Very difficult for hacker to lateral 
movement within the network

Tier Level Modell (state of the Art )

 Daily User



Eckpfeiler für 
ein sicheres
Netzwerk
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Google but not Google



Vulnerability from December 2022 for 
Fortinet Firewalls



Shodan.io



LIVE DEMO

Shodan.io



Zone-h.org



LIVE DEMO

zohe-h.org



With and without Log Management

Source: Cybok.org 22
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Jedes Unternehmen welches über 
kein SIEM verfügt fährt hier 130 km/h



LIVE DEMO

KIBANA (SIEM)



Tems Security Service Offering
Managed Services
•Patchmanagement
•Firewalling
•Endpoint Security
•Monitoring (SIEM)

Cyber Security 
Assessments 

Penetrationstest 
(intern, extern) Netzwerk Security

Backup Konzepte Incident Response
(24x7 Hotline)

IT Forensik
Car Forensics

eDiscovery
IT Gutachten

Cyber-Security 
Schulungen Linux Consultant SIEM / XDR 



Minimal requirements for IT Security

TOP 5 IT SECURITY RELATED POINTS HANDS-ON BY TEMS SECURITY
1. Create a security policy: A security policy outlines the principles and 

procedures for IT security within a company. It should define the 
responsibilities of employees and the strategies for preventing and 
addressing security breaches.

2. Protect your networks and devices: Protect your networks and devices with 
firewalls, antivirus software, and other security measures. Also, ensure that 
all devices are regularly updated with the latest security updates and 
patches.

3. Protect your data: Encrypt important data and conduct regular backups to 
restore essential data in case of loss or security breach.

4. Train your employees: Make your employees aware of the most critical 
security procedures and practices within the company and handling 
sensitive data.

5. Regularly review your security measures: Conduct regular security reviews 
to identify and address vulnerabilities in your security measures.

1. Based on your Company size, a couple of pages of “Do's and Don’ts”

2. Key is Multifactor Authentication for everything from the Internet to 
any internal resources and patch, log and monitor all systems 

3. Bitlocker with PIN and LAPS is a good baseline with state of the art 
backup concept 

4. Phishing campaign is mentored for everyone 

5. If you are done with all 4 perform an IT-Audit    



Thank you
QUESTIONS?
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