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Azure AD Connector

NTLM Passwords are stored in
MD4 Format

Passwords are encoded with
UTF-16 binary format

Password length limited to 16-bytes

/N

Active Directory

Forest

Azure AD Connect

&3

Azure AD

No MD4 Password hash will be sent
through the Azure AD Connector to
Microsoft
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Poll 1:
In which Tier Level Model should
an Azure AD Sync Server run

Tier 0

Tier 1

Tier 2

Any Tier Level will be fine
| don’t know




Tier Level Model (Basic implementation)

J Four user accounts for Domain Admins 'H'H‘H‘

DOMAIN CONTROLLER

[ Three user accounts for Server Admins

(1 Two user accounts for Desktop Admins 'H'H‘H‘

MEMBER SERVER

 Easy to implement with IT-Security focus

[ Challenge for hacker to gain access to ,H,H‘H\

Servers or Domain Controllers
MEMBER WORKSTSTION
v Da|Iy User ‘ teM/s | security




Tier Level Model (with enforcement )

J Four user accounts for Domain Admins ’H'H‘H‘

DOMAIN CONTROLLER

[ Three user accounts for Server Admins

(1 Two user accounts for Desktop Admins 'H’H‘H‘

MEMBER SERVER

 Easy to implement with IT-Security focus

[ Difficult for hacker to gain access to 55

Servers or Domain Controllers 'H'H‘H‘ \4\\

MEMBER WORKSTSTION

v Da|Iy User —teMs | security




Tier Level Model (state of the Art)

[ Administration only with
"Privileged Access Workstation"
(a ka PAW) DOMAIN CONTROLL

1 Four user accounts for Domain Admins
E

1 Three user accounts for Server Admins

MEMBER SERVER

1 Two user accounts for Desktop Admins

 Easy to implement with IT-Security focus

1 Very difficult for hacker to move laterall 7  MVEMBER WORKSTSTION
within the network . ~teMs | security




Poll 2:
What is the maximal password
length (character) in Active Directory




Azure AD Logon with OnPrem Password

Microsoft Azure

BT Microsoft

Pick an account > A Microsoft Azure

to continue to Microsoft Azure

Michael Meixner
E michael. meixner@tems-security.at
Con i

nected to Windows

MD4 +salt+PBKDF2+HMAC-SHA256 (1000 iterations) = 32-byte hash

/ ™~

Password-Based Cryptography Computes a Hash-based
Specification Version 2.0 (RFC2898) Message Authentication Code
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Active Directo ry * The field length is 16 bytes

° 1 - 3
Password byte =8 bits
e 16 * 8 =128 characters

MD4+salt+PBKDF2+HMAC-SHA256

securit



What can we sync with Azure AD Connector

&2

Password Sync from
OnPrem to Azure AD

(default every 2 min.) -

User based.

User attribute
(enabled, Name, cn, co,
company, country
Code, Force Password
Change on Next Logon,

)

2"
Mailbox attribute

(Mailbox and Public
Folders)

-

Computer objects

AD Groups Azure AD app

Office 365, Exchange
Online, Share, Azure
RMS, Intune, CRM
and 3" party
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Hybrid Authentication
- Password Hash Sync (PHS) +550

Azure Security 7 :.:'---

MS 365 Zero Trust Socurity
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¥

]

Re-Authentication

Hybrid Worke«

o}
=

Cached OAU2 User's Token ok
(Defauk Lifetime = 1 Mour| M

Owtlosk, Office, Taams  Exchunge. SharsPoint, Teams
Ko Do h)

=T [ ingie

CAE onabled Client - CAE enabled Services /

> longer-Sved Token = less Token Refresh

unwmbkv '

Untmsud Nﬂw_orﬁ H

Trusted Network

G

ot

~ Viewes protected POF + Image
m"wh

" Conditional Access

froups T3
— e fogs Noflern Authent iCation

(pntruﬂ.d NM‘.:?"MW i

. R

-

SYSTEMS Gwbid R Co. KG~

L

-

- RMS Client Centificate

e e e § | ey Azure AD Hybrid

Multi-Factor Authentication, Conditional Access

o ——

— gy OO
Endpoint Protection

—

.‘—‘“’" "\ Advanced Secure AD Infrastructure

ﬁr =

.;.,-.-_\

- Rfce
\ WM

S92 onpremey ‘g/

M Protect AD Users, User Activity, Advanced Attacks

L2 =5 httos://www.nisystems de/asalhtmi g!
= \

=
E«‘*"ﬁ*‘ *

MS 365 Defender Suite
om.mmaww

Golden Ticket [TGT), PtHash, PrTicket

o= MS Defender for identity (Azure ATP)
\dentity Portal, Sensor, Clgud Service
*+ Intune, Skype for Business

mu—mm(wm « MS Sentinet

M mmmlmnmmwmm
Risk Policles, Risk Users, Risk Sign-ins, Risk Detections

Clients Servers

for Cloud
* Defender for identity
* Defander for Office
* Defender for Cloud Apps

> " — ' Investigate Risks uting Dats in the Portal
 cnd Apps Protection B +_Expor Risk Detection Data to SIEM, Reports o
) Clout Accegs Sicunty Srobar {CAS®) ~ - e g M fo Planl, Plan 2
Subasper Oefender for Endpoint Agent MS Secure Score for Devices ——e Endpoint behavioral Sgnors, Cloud Analytics
wmm:ommm - _'w
’ A Device Manugement Cenese
2 — Wi % Next Gen Protection inkl. Antimalware,
> Pro:.cti- o \ ““"""“"""’"\ Attack Surface Reduction =
. nformatio on ™ R .
4 ’ . we) A\ \ o e 20 Centralized Bivice Discavery
o Azure information Protection .
Arure RS, v s 2 mmum‘mm‘u.mm
Advanced Hunting
Enpoint Detection & Response
MS Threat Experts

Frotect » Detect =3 iwestigate » Response
lo--,uno‘mr » MOO 36383

Spam, Phvah, Mabware, Bk Mot Spoot wishigence | On-Premises
Ampery. Detection, Admin Rl
| Rewt- Time Detetion
URLS Tracd, SIEM Wtergartion
Threat Explorer
Automated imvestigation & Regonse (AW )

il & Coflaboration » Pobcies & Rules > Theeat Polcws »
Preset Security Poicies » EOP Anth-Spam > Sianderd Polces »
Add » Raciplents » Group AN Emplayees”

- M5 for Cloud Apps
Mms-um‘uumw’
. mumwéunmmAnmu
Redirect - MS Defender for Cloud Apps - Add 5aas
* Session Policies - Control ~ Download/Upload
- Control = Copy & Paste, Print
« Service Apps <> Extra Protection
g &) D12 Loss Pravention (OLP)

mm >
W(Mwnhm)-)lnwnlwgtmi $

" Pacies) Predpfined or Customize - Store i

o . Abels, O
- % > i //comehense micreagh com Unified Labeling Client
s - . Lociton Teams Chat & Channel » Accouses |- Data Los Provention O o |
g /,/ Windows 10/11. MacOS (onboarded) » Usar & Groups o Reterion Label e
| — M3 Clowst App Security > watances ol & Fles
||} S==== ® Sensiwity Label
= AR > On Premaes Repowtiones > File Path, Sharebomt L, Contaner (M3365 Groups & Sites. Teams|
3 —— - Condeion: Sensiiviy infos Jschemationd Outs Assets (Azure Purveew)
r'_"""" Wt Syt sesmemerendy I yve Syl e sty A L ptyeen Carialarisd fats ot remeres oot ,.-.—] Sctons Block, Popup, Move File 1o Quarsntine -» Alerts kﬂ'-m s
prteien whech shown of ampiupens 1 pommiary Dt e son uck b mmbo rentont. OPYER DLP Policles  Sync 5 Exchange Onlee = Outlook, OoW

2022 - AZURF SECURITY - AAD HYBRID - ZERD TRucT SECURITY -

Onedrive for Susiness
SharePunt Onbne Saes

Y A

Office Deshtog: ‘d»mmemwm-m+maamrm/mm@
Teams Chaneel & Chat Messages Comehance Cemter

Totermetry > M3 388 Compha Autie Log 5 DUF Alerts Dastboardt

Quelle: NTSYSTEMS.DE

<temJs

security

<tems

security



Communication flow Azure A

D Connect
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Azure AD Connect
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Azure AD Connect — OnPrem setup

v’ 2 Server (1x active, 1x staging)
v’ Member Server only

v No Sync of Admin accounts

v No Sync of Admin workstations

v’ Lockdown Server with YubiKeys (restrict shares and remote PowerShell )
per Firewall rule on Windows Server

v Strict separation between OnPrem and Azure Admin accounts
v’ Configure PIM for all high-privileged tasks

v’ Tier Level Model for OnPrem

v’ Disable Legacy Authentication

v’ Active Monitoring of OnPrem Server
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Pass-the-PRT Attacks

Primary Refresh Token
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Pass-the-cookie ‘ﬂ

attacks ROADtools

« A PRT isissued to users only on 1. Dump of an office app
registered devices. A registered 2. Parse with strings for eyJOeX
device can either be an Azure AD 2 Use the cookie
joined, Hybrid AD joined or AD
registered.

roadrecon auth --prt-init
Requested nonce from server to use with ROADtoken: AQABAAAAAAB2UyzwtQEKR7-rWbgdcBZIJ3LUNTEVvPOZWEAIBABIzTVy1rlrTFR35gK?

k
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Fileless Malware
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Poll 3:
Do you know about Fileless Malware?

1. Yes, of course

2. Sorryldon't




One Example of Fileless Malware

Dropper in DLL, search order hijacking

We start custom module analysis from the wrapper-dropper dynamic library. This code is injected
into Windows processes such as explorerexe. At its single entry peint after being loaded into the
virtual address space of the launcher process. the dropper removes files created by previous
stages or executions.

Firstly, the module copies the original legitimate OS error handler WerFaultexe to
C\Windows\Tasks. Then it drops one of the encrypted binary resources to the werdll file in the
same directory for typical DLL search order hijacking. For the sake of persistence. the module sets
the newly created WerFault exe to autorun. creating a Windows Problem Reporting value in the
Software\Microsoft\Windows\CurrentVersion\Run Windows system registry branch.

4 eventlog * || Name Type Data

- Application ab| (Default) REG_SZ (value not set)
HardwareEvents ) MaxSize REG_DWORD 0x01400000 (20971520)
Internet Explorer | Retention REG_DWORD 0+00000000 (0)

4 Key Management Service
KmsRequests
Media Center
OAlerts
Security
System £
Windows PowerShell
EventSystem

The dropper not only puts the launcher on disk for side-loading, but also writes information
messages with shellcode into existing Windows KMS event log

The dropped werdllis a loader and wouldn't do any harm without the shellcode hidden in Windows
event logs. The dropper searches the event logs for records with category 0x4142 ("AB” in ASCII)
and having the Key Management Service as a source. If none is found. the 8KB chunks of shellcode
are written into the information logging messages via the ReportEvent() Windows API function
(lpRawData parameter). Created event IDs are automatically incremented. starting from 1423.

Launcher in wer.dll

This launcher. dropped into the Tasks directory by the first stager. proxies all calls to werdll and its
exports to the original legitimate library At the entry point. a separate thread combines all the
aforementioned 8KB pieces into a complete shellcode and runs it. The same virtual address space.
created by a copy of the legitimate WerFault exe. is used for all this code

persistence,

8KB chunks of shellcode

Key Management Service as a source

shellcode hidden in Windows event logs.
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Event log with chunk of Binary data

&

File Action View Help
&= 2

@ Event Viewer (Local)
3- Custom Views
“!5 Windows Logs
v | Applications and Services Logs
@ Hardware Events
f+] Internet Explorer
fs| Key Management Service
| Microsoft
@ Microsoft Office Alerts
| OpenSSH
@ Visual Studio
@ Windows PowerShell
L*E"‘| Saved Logs
E’I Subscriptions

Key Management Service MNumber of events: 34

Level Date and Time Source B ™
{j:} Information 21/05/2022 12.46.54 Cobalt

'{D Information 21/05/2022 12.46.54 Cobalt

'{D Information 21/05/2022 12.46.54 Cobalt

'{D Information 21/05/2022 12.46.54 Cobalt

'{D Information 21/05/2022 12.46.54 Cobalt

'{D Information 21/05/2022 12.46.54 Cobalt W
{_ >
Event 1337, Cobalt x

General Details

https://github.com/improsec/SharpEventPersist

405A4152554889E54881 EC2000000043801 DEAFFFFFF43890F4881C39CER40100FFD341BEF0BSAZS »
66304000000544389F9FFDO000000000000000000F20000000E1 FBADEQOE409CDZ1BE014CCD21546
269732070726F677 26160206361 6E6EGFT42062652072756E20696E20444F5320606F64652E000004A
2400000000000000EFDABAEDABEBDAB3ABBED4B3ABBEDABICDS51ABZAABED4B3885406B3330
BD4B3351B13B3AABBD4B35ATD1EE382BBD4B35ATINAB322BBD4B35ATDT9E3ATBEBD4B3A2C34
TB3ADBED4BIAEBEDSBITSEBD4B338541AB39FBED4B3CD551EBIAABBD4BIC DSS'IEE%AAEE[MB
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&

Genera

Details

© Friendly View

+ System

- EventData

() XML View

2020436F64655A2020434F5255564545303030303057

0000:
0010:
0020:
0030:
0040:

O .

Binary data:

In Words

e6F43Z0ZD
30303030
524F4320
4350Z02ZD
4554202D

ATA TN

203R6564
32373730
43435653
20203244
20203244

SN2 0InAA

SZ24F4320
©143Z0ZD
30303030
30303030
30303030

CT7C—anA2

43435653
Z03ReCeC
34353730
38323638
34363636

ATAAATAG

<

Event log Detail Information

@ Event Properties -

Event 8224, V55

General | Details

© Friendly View () XML View
In Bytes
0000: 2D 20 43 eF &4 &5 3n 20 - Code:
0008: 20 43 4F 52 53 56 43 43 CORSWVCC
0010: 30 30 30 30 30 37 37 322 Qooo0772
0018: 2D 20 43 €1 eC &C 3a 20 - call:
0020: 20 43 4F 52 53 56 43 43 CORSWVCC
0028: 30 30 30 30 30 37 35 =4 00000754
0030: 2D 20 50 49 44 32 20 20 - PID:
0038: 30 30 30 30 38 3e& 32 38 0ooo8e2d
0o040: 2D 20 54 49 44 3R 20 20 - TID:
0048: 30 30 30 30 3¢ 36 36 34 0000eec4d
0050: 2D 20 43 4D 44 3R 20 20 - CMD:
00%8: 43 32 5C 57 49 4E 44 4F C: \WINDOQ
00e0: 57 53 5C 73 79 73 74 &5 Wshsyste
00e8: oD 33 32 5C Te 73 73 Te6 m32h\vssv
ﬂ{ﬂ?ﬂ: R 2F RS TR &5 20 20 20 CoeYe
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Poll 4:
When did IT-Sec pro's start to discuss
Fileless Malware in Event logs?




Next Webinar

2]

July 12th 2023 Azure
09:00am Cross-tenant setup
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Contact information

Philip Berger Michael Meixner, cissp
Managing Director Managing Director
+43(664) 343 8644 +43(664) 1453328

Philip.berger@tems-security.at Michael.meixner@tems-security.at
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