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Agenda
• Azure AD Connect

• Fileless Malware (PoC)



Azure AD Connect



Azure AD Connector

• NTLM Passwords are stored in 
MD4 Format

• Passwords are encoded with 
UTF-16 binary format

• Password length limited to 16-bytes

• No MD4 Password hash will be sent
through the Azure AD Connector to 
Microsoft



Poll 1:
In which Tier Level Model should 
an Azure AD Sync Server run

1. Tier 0 

2. Tier 1

3. Tier 2

4. Any Tier Level will be fine

5. I don’t know



❑ Four user accounts for Domain Admins

❑ Three user accounts for Server Admins

❑ Two user accounts for Desktop Admins

❑ Easy to implement with IT-Security focus

❑ Challenge for hacker to gain access to 
Servers or Domain Controllers

Tier Level Model (Basic implementation)

✓ Daily User

DOMAIN CONTROLLER

MEMBER SERVER

MEMBER WORKSTSTION



DOMAIN CONTROLLER

MEMBER SERVER

MEMBER WORKSTSTION

❑ Four user accounts for Domain Admins

❑ Three user accounts for Server Admins

❑ Two user accounts for Desktop Admins

❑ Easy to implement with IT-Security focus

❑ Difficult for hacker to gain access to 
Servers or Domain Controllers

Tier Level Model (with enforcement )

✓ Daily User



DOMAIN CONTROLLER

MEMBER SERVER

MEMBER WORKSTSTION

❑ Administration only with 
"Privileged Access Workstation" 
(aka PAW)

❑ Four user accounts for Domain Admins

❑ Three user accounts for Server Admins

❑ Two user accounts for Desktop Admins

❑ Easy to implement with IT-Security focus

❑ Very difficult for hacker to move laterally 
within the network

Tier Level Model (state of the Art )

✓ Daily User



Poll 2:
What is the maximal password 
length (character) in Active Directory 

1. 32 

2. 64

3. 96

4. 128

5. 1000



Azure AD Logon with OnPrem Password

MD4+salt+PBKDF2+HMAC-SHA256 (1000 iterations) = 32-byte hash

Password-Based Cryptography 

Specification Version 2.0 (RFC2898)

Computes a Hash-based 

Message Authentication Code



Active Directory 
Password 

• The field length is 16 bytes

• 1 byte = 8 bits

• 16 * 8 = 128 characters

MD4+salt+PBKDF2+HMAC-SHA256



What can we sync with Azure AD Connector

Password Sync from 
OnPrem to Azure AD 
(default every 2 min.) -

User based.

User attribute 
(enabled, Name, cn, co, 

company, country 
Code, Force Password 

Change on Next Logon, 
….)

Mailbox attribute 
(Mailbox and Public 

Folders)

Computer objects AD Groups Azure AD app

Office 365, Exchange 
Online, Share, Azure 
RMS, Intune, CRM 

and 3rd party
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Communication flow Azure AD Connect
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Azure AD Connect 



Azure AD Connect – OnPrem setup
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✓ 2 Server (1x active, 1x staging)

✓Member Server only

✓ No Sync of Admin accounts

✓ No Sync of Admin workstations

✓ Lockdown Server with YubiKeys (restrict shares and remote PowerShell ) 
per Firewall rule on Windows Server 

✓ Strict separation between OnPrem and Azure Admin accounts

✓ Configure PIM for all high-privileged tasks

✓ Tier Level Model for OnPrem 

✓ Disable Legacy Authentication

✓ Active Monitoring of OnPrem Server 



Pass-the-PRT Attacks
Primary Refresh Token



Pass-the-cookie 
attacks

• A PRT is issued to users only on 
registered devices. A registered 
device can either be an Azure AD 
joined, Hybrid AD joined or AD 
registered.
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1. Dump of an office app
2. Parse with strings for eyJ0eX
3. Use the cookie 



Fileless Malware



Poll 3: 
Do you know about Fileless Malware? 

1. Yes, of course

2. Sorry I don't



One Example of Fileless Malware
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Event log with chunk of Binary data
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https://github.com/improsec/SharpEventPersist



Event log Detail Information
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Poll 4: 
When did IT-Sec pro`s start to discuss 
Fileless Malware in Event logs?

1. 2023

2. 2022

3. 2021

4. 2020



Next Webinar

July 12th 2023 
09:00am

Azure 
Cross-tenant setup 



Q&A
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Contact information

Philip Berger
Managing Director

+43(664) 343 8644

Philip.berger@tems-security.at

Michael Meixner, CISSP

Managing Director

+43(664) 1453328

Michael.meixner@tems-security.at
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